Prof. Dr. Falko Dressler

Distributed Embedded Systems – CCS Labs

Bachelor Thesis

Distributing the Load of Signature Based NIDS
Signature-based Network Intrusion Detection Systems (NIDS) are the state-of-the-art when it comes
to precise attack detection and intrusion prevention.
Using well-defined signatures allows for precise attack descriptions to detect known intrusions and vulnerabilities in network traffic. However, the accuracy of these systems comes at the cost of critical
performance problems in modern high-speed networks [1]. These performance problems may lead
to packet drops and, thus, to undetected events.
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Tasks
In this thesis, the student evaluates different strategies to distribute the load of a signature-based NIDS
to multiple machines. Snort [2] is the most widely
used signature-based NIDS and provides the biggest
database of signatures, thus, will use Snort as the
NIDS of choice in this thesis.
The main goal of the thesis is to reduce the dropped packets as much as possible while retaining a high
detection rate. The proposed solutions have to be confirmed with an extensive experiment campaign using
realistic traffic [3], [4]. The following questions should be answered during this thesis:
• Is it better to distribute signatures or traffic on multiple machines?
• What are the criteria of distribution for the signatures/traffic?
• What is the influence of different traffic patterns/characteristics on the distribution strategy?

Required skills (or willing to learn)
• Networking basics
• Basic knowledge about the Snort NIDS
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